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Abstract. In recent years a lot of attention has been paid to the use of special logics to analyse cryptographic 
protocols, foremost among these being the BAN logic. These logics have been successful in finding 
weaknesses in various cryptographic protocols. With BAN logic analysis on a Station-to-Station (STS) 
protocol, the paper presents a limitation of BAN logic analysis on a Man-in-the-middle attack, which shows 
that it is easy for the BAN logic to approve protocols that are in practice unsound and the some 
enhancements of the BAN logic should be made or in some cases, the informal method will be required in 
some security protocol analysis like STS. An improved STS protocol against a man-in-the-middle attack is 
given in the paper. 
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1. Introduction 
When we look into published security protocols, we find that many of these protocols do not succeed in 

their stated or implied goals. Many existing protocols are susceptible to various kinds of attacks, which are 
independent of the weaknesses of the cryptosystem employed. In recent years there has been great interest in 
the design and analysis of secure protocols. Various new techniques have been developed and used to find a 
great variety of different attacks on such protocols. One of the most important of these techniques is the 
Logic of Authentication of Burrows, Abadi and Needham [1], (the ‘BAN logic’) which was the first of 
several logics (including e.g. AT [2] and GNY [3]) designed to facilitate more rigorous analysis of 
cryptographic protocols than is possible by informal methods. It allows reasoning about beliefs held by the 
principals involved in the protocols. BAN logic analysis proceeds by a four-stage process[4]. First the 
protocol in question is “idealized” — the actual or concrete protocol is expressed as a sequence of formal 
steps. Second, the set of assumptions under which the protocol operates are identified and formally expressed. 
Third, the goals of the protocol are identified and formally expressed. Finally, a proof is constructed, using 
the inference rules of the logic, showing that given the formal assumptions, and upon carrying out one or 
more protocol steps, the goals are attained. The BAN logic has been used to find new weaknesses in various 
cryptographic protocols. A number of variations and enhancements of the basic BAN logic have been 
developed. Gaarder and Snekkenes[5] define two extensions. Firstly, the BAN logic is extended with axioms 
and rules for Public Key Cryptographic Systems (PKCS). With these extensions, derivations can be made 
directly. Secondly, the notion of “time” is extended in the logic. Certificates only have a limited life span, 
which has to be expressed in the analysis. 

It has been recognized by the authors of the BAN logic, as well as others, that there are limitations to its 
power [6]. These limitations can be attributed to its inability to express certain events. That means the lack of 
precision in moving from a protocol description to its expression in the logic itself – the process called 
idealization. In this paper we present a STS protocol as an example to show that the BAN analysis can be 
dangerous in that it allows protocols to be reasoned as secure that are in fact insecure. We do this by showing 
that certain variations of protocols cannot easily be distinguished in their BAN logic representations, but that 
this example also serves to re-emphasize the difficulty in designing protocols correctly and the extreme 
sensitivity of protocols to subtle modifications. 

In the third section a Station-to-Station key agreement protocol [7,8] is analyzed using the BAN logic. In 
the fourth section an attack seems to exhibit a dilemma in practical use of the idealization step of BAN logic 
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analysis, which shows a limitation of BAN logic analysis on man-in-the-middle attacks [9]. We find it 
possible to idealize a flawed protocol into a good one and the idealization idea is vaguely specified and 
extremely difficult to apply correctly [10]. The some enhancements of the BAN logic are necessary or in 
some cases, the informal method will be required in some security protocol analysis like STS. An improved 
STS protocol against a man-in-the-middle attack is given in the paper. 

2. BAN Logic Representations 
The BAN logic is a model logic based on belief and can be used in the analysis and design of a 

cryptographic protocol. The use of a formal language in the analysis and design process can exclude faults 
and improve the security of the protocol 

2.1. Basic Notations 

The symbols A, B, P and Q are principals involved in this sort of key agreement protocol;  ABK  
represents a good session key for communication between A and B. 

|P X≡ ：Principal P believes X. P believes as if X is true. 

：P sees X. A principal has sent P a message containing X. P X�

|P X∼ ：Principal P once said X. P at some time believed X and sent it as part of a message. 

P X⇒ ：Principal P has jurisdiction over X. Principal P has authority over X and is trusted on this 
matter. 

#( )X ：The formula X is fresh. That is, X has not been sent in a message at any time before the current 
run of the protocol. A message that is created for the purpose of being fresh is called a nonce. 

KP←⎯→Q ：P and Q may use a shared key K to communicate. The key is good and will always be 
known only to P and Q and to any other principal trusted by either of them. 

K
P6 1K −：P has public key K. The corresponding private key is denoted by  and assumed to be known 

only by P.  
{ }KX ：X is encrypted using key K. 

2.2. Inference Rules 
1. Message Meaning Rules 
For shared keys: 

| ,

| |

K { }KP P Q P X

P Q X

≡

≡

←⎯→ �

∼
                                                        （1） 

If principal P believes that key K is shared only with principal Q, and sees a message X encrypted under 
a key K it believes only with principal Q. P may conclude that it was originally created by Q who once said 
its contents. 

1| , { }

| |

K

K
P Q P X

P Q X

−≡

≡

6 �

∼
                                                            （2） 

Similarly, for public keys: 
That is, if principal P believes that the key K is Q’s public key and it receives a message 1{ }

K
X −  

encrypted under Q’s corresponding private key 1K − , then P may conclude that principal Q once said the 
contents of the message. 

2. Jurisdiction rule 
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| , | |

|

P Q X P Q X

P X

≡ ⇒ ≡ ≡

≡
                                                          （3） 

If P believes that P believes that Q believes X, and also believes that Q has jurisdiction over X, then P 
should believes X too. 

3. Nonce Verification Rule 

| #( ), | |~

| |

P X P Q

P Q X

≡ ≡

≡ ≡

X
                                                            （4） 

If P believes that X is fresh and that Q once said X, then P believes that Q has said X during the current 
run of protocol, and hence that Q believes X at present. In order to apply this rule, X should not contain any 
encrypted text. The nonce verification rule is the only way of ‘promoting’ once said assertion to actual belief. 

4. Freshness Conjuncatenation 

| #( )

| #( , )

P X

P X Y

≡

≡
                                                                    （5） 

| #( )

| #( )X

P X

P α

≡

≡
                                                                     （6） 

If X is fresh, then any message containing X is fresh in virtue of having X in it. But, (X, Y) being fresh 
tell us nothing about the freshness either of X by itself or of Y by itself (because the whole may be fresh in 
virtue of the other part). 

5. Belief Conjuncatenation 

| , |

| ( , )

P X P Y

P X Y

≡ ≡

≡
                                                                   （7） 

| ( , )

|

P X Y

P X

≡

≡
                                                                     （8） 

P believes a set of statements if and only believes each individual statement separately. 
6. Session key rule 

| #( ), | |

| K

A K A B X

A A B

≡ ≡ ≡

≡ ←⎯→
                                                            （9） 

In which with X the necessary elements for a key is meant. 

3. BAN Analysis of the STS Protocol 
We present a verification of correctness of a Station to Station protocol to show that the BAN logic can 

be dangerous in that it allows protocols to be reasoned as secure that are in fact insecure. 

3.1. STS Protocol Description 
The Station-to-Station protocol is a variation on the Diffie-Hellman protocol for key exchange followed 

by mutual authentication and as follows: 
1. :A B A→  

2.  : modNBB A pα→

: , mod ,
NAA B A pα→ mod , mod )( N NB

A
ASig p pα α  3.

4.  : , mod ,
NBB A B pα→ mod , mod )( NN

B
B ASig p pα α

The protocol has two parameters  and . They are both public and may be used by all the users in a p α
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system. Let  is a prime number, α  a generator . First, A generates a random private value pzα ∈p

( ) and B generates a random private value  (  2p≤ −AN 0 AN p≤ ≤ − BN 0 BN≤2 ). Then they derive their 

public values using parameters  and  and their private values. A's public value is modN A pαp α  and B's 

public value is NBα  . They then exchange their public values. Finally, A 

computes

mod p

(( mod ) ) mod
N N NAα mod p

N BB AK p pα == (( mod ) ) modN NA BK p pα= N NBAα=, and B computes  

. Since K K= , A and B now have a shared secret key . mod p ABK

The protocol depends on the discrete logarithm problem for its security. It assumes that it is 
computationally infeasible to calculate the shared secret key given the two public values mod

N NBA pα

modN A pα  and  when the prime  is sufficiently large.  is the signature of station X on 
message M. 

mod
NB pα p ( )XSig M

3.2. Formal Analysis of the STS Protocol 
1. Initial Assumptions 
Some messages are signed with the private key of the sender and need to be verified with the public key 

of the sender in run of the protocol. 

|
K A

A A≡6                                                                          (10) 

|
KB

A B≡6                                                                          (11) 

|
K A

B ≡6 A

B

                                                                         (12) 

|
KB

B ≡6                                                                          (13) 

| NBA B α≡ ⇒                                                                       (14) 

| N AB A α≡ ⇒                                                                       (15) 

2. Idealized Protocol 
The first message is omitted, since it does not affect the logical analysis.  

: NBB A α→                                                                        (16) 

1: ,{ ,N N N }
AK

A A BA B α α α −→                                                           (17) 

1: ,{ , NN N

B
}

K
B B AB A α α α −→                                                           (18) 

3. Protocol Goals 

| ABKA A≡ B←⎯⎯→                                                                    (19) 

| ABKB A B≡ ←⎯⎯→                                                                    (20) 

| | ABKA B A B≡ ≡ ←⎯⎯→                                                                 (21) 

| | ABKB A A B≡ ≡ ←⎯⎯→                                                                 (22) 

These goals can be divided in two groups. First (goals (19) and (20)), both parties believe themselves 
that the key ABK  is a good key for communication between A and B. Secondly (goals (21) and (22)), both 
entities also believe that other entity believes in the key. 
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4. Protocol Verification 

In message (16) , B chooses random : NBB A α→  and calculates , then sends  to A: BNα BNαBN

| BB N≡                                                                            (23) 

| #( )BB N≡                                                                        (24) 

BNA α�                                                                          (25) 

In message (17) 1: ,{ },N N N

AK
A A BA B α α α −→ , A chooses random  and calculates : ANαAN

                                                                           (26) | AA N≡

| #( )AA N≡                                                                         (27) 

1{, ,
A

A A BN N N }KB α α α −�                                                              (28) 

From (28) and initial assumptions (12), via message meaning rules (2), we obtain: 

| | ( ,A BN NB A α α≡ ∼ )

)

)

                                                                (29) 

From (24), via freshness conjuncatenation (5) and (6), we obtain: 

| #( ,A BN NB α α≡                                                                   (30) 

From (29) and (30), via nonce verification rule (4), we obtain: 

| | ( ,A BN NB A α α≡ ≡                                                                 (31) 

From (31) decomposition, we obtain: 

| | ANB A α≡ ≡                                                                       (32) 

| | AB A N≡ ≡                                                                         (33) 

From (32) and initial assumptions (15), via Jurisdiction rule (3), we obtain: 

| ANB α≡                                                                          (34) 

From (31) decomposition, we obtain: 

| | BNB A α≡ ≡                                                                       (35) 

From message (18)  : ,{ ,N NB BB A α α→ 1}N

BK
Aα − , we derive: 

1{, , }
B

B B ANN N
KA α α α −�                                                              (36) 

From (36) and initial assumptions (11), via message meaning rules (2), we obtain: 

| | ( ,B ANNA B α α≡ ∼ )

)

)

                                                                (37) 

From (27), via freshness conjuncatenation (5) and (6), we obtain:0 

| #( ,B ANNA α α≡                                                                    (38) 

From (37) and (30), via nonce verification rule (4), we obtain: 

| | ( ,B ANNA B α α≡ ≡                                                                  (39) 

From (39) decomposition, we obtain:  

| | BNA B α≡ ≡                                                                       (40) 
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| | BA B N≡ ≡                                                                         (41) 

From (40) and initial assumptions (14), via Jurisdiction rule (3), we obtain: 

| BNA α≡                                                                           (42) 

From (39) decomposition, we obtain: 

| | ANA B α≡ ≡                                                                       (43) 

A calculates session key  according to  received from B: ( )B ANN
ABK α= BNα

From (25) and (27), via freshness conjuncatenation (6), we obtain: 

| #( )ABA K≡                                                                        (44) 

From (44) and (41), via Session key rule (9), we obtain: 

| ABKA A≡ B←⎯⎯→                                                                    (45) 

Due to the symmetry of the protocol, A believes that B is bound to derive same beliefs: 

| | ABKA B A B≡ ≡ ←⎯⎯→                                                                (46) 

B calculates session key  according to  received from A: ( )A BN N
ABK α= ANα

| #( )ABB K≡                                                                        (47) 

From (47) and (24), via Session key rule (9), we obtain: 

| ABKB A B≡ ←⎯⎯→                                                                    (48) 

| | ABKB A A B≡ ≡ ←⎯⎯→                                                                (49) 

5. Protocol Results 
Through the deduction above, we derive following beliefs： 

| ABKA A B≡ ←⎯⎯→  

| | ABKA B A B≡ ≡ ←⎯⎯→  

| ABKB A B≡ ←⎯⎯→  

| | ABKB A A B≡ ≡ ←⎯⎯→  

It expresses that the goals of the protocol can be reached 

4. Security Analysis and Improvement 
From above verification we can see that STS protocol is safe in BAN logic analysis but the fact does not 

like this. It is vulnerable to a man-in-the-middle attack as follows: 

1.  :BA I A→

2.  :I B I→

3.  : modNBB I pα→

4.  : modN
B

BI A α→ p

: , mod ,
N

B
AA I A pα→ mod , mod )( N NB

A
ASig p pα α  5.

6.   : , mod ,
NAI B I pα→ mod , mod )( N NB

A
ASig p pα α
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7.  : , mod ,
NBB I B pα→ mod , mod )( NN

B
B ASig p pα α

: , mod ,
N

B
BI A B pα→ mod , mod )( NN

B
B ASig p pα α8.  

A tries to start a run of the protocol with B, sending own identity A to B, but I intercepts the message. 
The attacker I masquerades as A in the protocol and then starts a second run, sending his own identity I to B. 
This is a man-in-the-middle attack because A thought he was running the protocol with B, while B thought 
he was running the protocol with I, and may never have heard of A. The consequences are not serious, since 
the attacker does not learn the value of the key. However, this certainly represents an attack, since it leads to 
holding incorrect beliefs: A believes that B thought he (B) was talking to A. 

This attack is easily prevented, by including both A and B’s identity in the signed part of message 3 and 
4. The improvement of the protocol is as follows: 

1. :A B A→  

2.  : modNBB A pα→

: , mod ,
NAA B A pα→   , , mod , mod )( N NB

A
ASig A B p pα α3.

4.  : , mod ,
NBB A B pα→ , , mod , mod )( NN

B
B ASig B A p pα α

The improved protocol above does not affect logic analysis process in BAN. The goals of improved 
protocol are as follows: 

| ABKA A B≡ ←⎯⎯→  

| ABKB A B≡ ←⎯⎯→  

| | ABKA B A B≡ ≡ ←⎯⎯→  

| | ABKB A A B≡ ≡ ←⎯⎯→  

They all can be deduced in completely same way. It should be kept in mind that the BAN logic is meant 
for reasoning over cryptographic protocols. A “verification” with BAN logic does not necessarily imply that 
no attacks on the protocol are possible. A proof with the BAN logic is a good proof of correctness, based on 
the assumptions. However, questions may arise over the semantics of the logic and the logic does exclude 
possible attacks.  

5. Conclusions 
In this paper, the Station-to-Station protocol is analyzed with BAN logic. It shows what can be done with 

the BAN logic, but it also shows the imperfections of the BAN logic in analyzing the man-in-the-middle 
attack, which presents that the BAN logic cannot handle the man-in-the-middle attack and explicit arithmetic 
in protocols. This attack still needs to be analyzed by means of the informal methods. The nature of formal 
analysis using BAN depends heavily on the details of the formalization of initial assumptions, and on 
protocol idealization. The latter appears difficult to prove correct, remains the most critical step. However, 
verification of the validity of formal assumptions is also essential, as the resulting conclusions are 
conditional upon them. So, adding describing ability about the intruder in BAN logic, simplifying 
idealization and providing more detailed handling of cleartext in messages are essential in further research 
and improvements for BAN. 
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