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Abstract. According to encryption structure of permutation and diffusion, as well as pseudo-randomness of
chaotic synchronization sequences, tracking Hindmarsh-Rose system via Genesio-Tesi system is applied into
the process of image encryption. Theoretical analysis and simulations suggest that the proposed encryption
algorithm has good security in image transmission.
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1. Introduction

Chaos synchronization is making two chaotic systems identical after transient initial states. Since being
proposed by Carroll and Pecora [1], it has been studied and applied in many fields, such as secure
communication[2], biological systems[3], robotics[4]. It is found that synchronization is useful and has many
potential applications in many domains[2-7], especially, synchronization in physical or biological system is a
fascinating subject attracting many renewed attention [5].

In many kinds of synchronizations, one is about the synchronization between non-linear systems with
different structures and orders, which can be seen as the variable states of the slave system are tracking the
trajectories of the master system [8-12]. This problem can be transformed to a regulation problem with the
origin (zero) as the corresponding set point. the trajectories of two systems will follow the same path after
some transient. This synchronization needs weaker conditions to be realized than complete synchronization
and it is can be regarded as partial synchronization [13, 14], which has been studied by many researchers in
the past years[15-18].

In the last decades, due to the strong sensitivity to the initial value, chaos synchronization has been
applied into digital image encryption[19-21] and good encryption results have been obtained.

In this paper, changeable gain coefficients are introduced into Lyapunov function to study tracking
Hindmarsh-Rose system via Genesio-Tesi system. This tracking synchronization is applied into digital image
encryption. Theoretical analysis and numerical simulations are presented to demonstrate the effectiveness of
the proposed tracking scheme and the security of the encryption algorithm.

2. System descriptions
2.1. Hindmarsh-Rose system

Hindmarsh-Rose (HR) model, first proposed by Hindmarsh and Rose as a mathematical representation
of the firing behavior of neurons, was originally introduced to give a bursting type with long inters pike
intervals of real neurons [22], which is given as

X =ax? —bxt + X, — X, + 1,
X, =C—dx?—X,,
)'(3=r(S(x1+k)—x3), (1)
where @, b,C,d, r, S, k, |, are real constants.
2.2. Genesio-Tesi system
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The Genesio-Tesi system[23] consists of a simple square part and three simple differential equations
depending on three positive real parameters. It can be written as

Yi=Y,,
S’2 =Ys,
Vo=—ay, —a,Y, —aY;+V;, )

where @, a,, @, are positive real constants.

Next, tracking synchronization of Hindmarsh-Rose neuron system via Genesio -Tesi system will be
discussed via a single controller.

3. Tre%cking synchronization of Hindmarsh-Rose system via Genesio-Tesi
system

In this section, a scheme is proposed to realize the tracking synchronization of Hindmarsh-Rose neuron
system via Genesio-Tesi system. This scheme needs only one single controller U, which is added to the
second equation of system (2). The controlled Genesio-Tesi system is given as

Y=Y,
yZ =Y, +U,
Y :_aiyl_azyz_a3y3+y12- 3)
To explore the tracking synchronization of Hindmarsh-Rose neuron system via Genesio-Tesi system, let
the error be

e=Xx-Yy,, (4)
where X is one of the observed states of system (1). Lyapunov function is chosen as
V=ae?+(e +pe)?, (5)

where @ and £ are positive gain coefficients, the over dot denotes the differential variable € over time t.
The differential of V is

V=2aeé +2(¢ + e )E +p¢)

=2 +2N +2ceé +2(€ + e )€ +5€)

=2V +2[[ae?+ (& +pe )’]+2aeé +2(¢ +Fe )& +5¢)

=-2pV +2ae (& +pe)+2B(€ +Be ) +2(¢ +pe )& +p¢)

=2V +2(& +2P¢ +ae +f[%)(E +pe). (6)
When
2(6 +2p3¢ +ae +p%)E +Pe)=0 (7
is satisfied , we have
dv
E = —215\/ < O (8)

It means that the errors of corresponding variables will be stabilized to a certain threshold. That is to say,
the observed state X of system (1) and the salve state Yy, of the system (2) with a controller will reach

synchronization.
To verify the feasibility of above method, three cases are to be considered and some numerical
simulations will be demonstrated. In the numerical simulations, The system parameters are chosen as a = 3.0,

b=10, =10, d=50,r=0.006 S= 40, k=16, l,,= 3.0, a,= 6.0, a,= 2.88, a;=1.2. The initial
conditions of the HR system and the Genesio-Tesi system are set as (0.1, 0.9, 0.8) and (0.4, 0.3, 0.2),
respectively.

Case 1 Simulating the bursting activity of X; using Y;.
In this case, let €, = X, —Y,, the controller U is taken as
u, = (2ax, —3bx?)(ax; —bx® +x, — X, +1,,) + (C—dxZ — X,)
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Ar(S(x +K) = %)= y; +28(a% —bX] +X, =X, + I = ¥V,) + (@ + )% = Y1) . (9)
The evolutions of the error variable €, is given in Fig.1, from which, it is known that € converges to

zero at fixed constants & = #=0.2.
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Fig.1. Synchronization error of €, at fixed constants (& = £=0.2).
Case 2 Simulating the bursting activity of X, using Y;.
In this case, let €, =X, — Y, the controller U is given as
U, =—2dx (ax> —bx? + X, = X, + 1) — (C—dx? — X,)
L +2ﬂ(c_dx12_Xz_Y2)+(a+ﬂ2)(X2_Y1)- (10)
The evolutions of €, is calculated under & = £=0.2 and depicted in Fig. 2.
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Fig.2. Synchronization error of €, at fixed constants (& = £ =0.2).
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Case 3 Simulating the bursting activity of X; usingy; .
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In this case, let € = X; —, , the controller U is given as
Uy = rS(ax; —bX} +X, =X, + 1) =[S (% +K) = X,]
~Ys +2B[r (S (%, +K) = X;) = Y, 1+ (@ + B*) (X, — V). (11)
The evolutions of €, under fixed constants & = £ =0.2 is shown in Fig. 3.

0.7
0.6 -‘
05r-
0.4
o 03Ff
02r
0.1

o-

0.1 1 L . L L . 1 . .
0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000

t
Fig.3. Synchronization error of €, at fixed constants (& = =0.2).
From Figs.1-3, it is obvious to see that, state variable Y, in the slave system can be tracking any state
variable of the drive system using suitable single controller.

4. Image encryption based on the tracking synchronization
4.1. Encryption algorithm

In this section, according to the sensitivity to initial conditions of chaos synchronization sequences,
tracking synchronization is applied into the image encryption algorithm. Without loss of generality, the size
of the image is assumed as M x N and the pixels’ value is from 0 to 255. The specific encryption process is
as follows.

Step 1. Read the plain image and obtain its size M x N .

Step 2. Generate Pseudo-random sequence.

Set initial values of systems (1) and (2), choose suitable controllers, realize the tracking synchronization

of X, (1=12,3) in system (1) via Y, in system (2), throw away the series before synchronization and take
remaining series, which are denoted as S,(i),S,(i),s;(i) (i1=12,3).
Step 3. Permutation stage.
Image pixels are permutated in the light of one of the series S;(i) (j =1,2,3) and formula
X, = (X% +Y; +abs( fix(zj)) + abs( fix(sz))) mod M
. . 27X : 11
Yig = (y; +abs(fix(z,,, ) +K sm(%)) mod N (1)
where K is a constant, abs(-) returns to the absolute value, fiX(-) rounds the element toward to zero
resulting in an integer, (X;,Y;) and (X;,Yi,,) are the locations before and after permutation, respectively.
k is a positive integer. Z; is in the light of one of the series S;(i) (j =1,2,3).

Step 4. Diffusion stage.
Pixel values are modified according to

v=p®(Ccxx +dxy)modL, (12)

JIC email for contribution: editor@jic.org.uk



Journal of Information and Computing Science, Vol. 12(2017) No. 2, pp 123-129 127

where Pand V are pixels’ values before and after diffusion, respectively. L is the gray scale of pixels. C
and d are diffusion parameters based on

¢ =abs(10'x; —round (10'x;)) x10°
d =abs(10'y; —round (10'y;)) x10°"

The inverse of the encryption process is the decryption of image.
4.2. Simulations and security analysis

(13)

According to tracking synchronization of Hindmarsh-Rose system via Genesio -Tesi system in section 3,
typical Lenna image is chosen to be considered. For the encryption algorithm in section 4.1, the number of
keys can be eighteen. It is large enough to resist exhaustive attacks. Fig.4 demonstrates the encryption and
decryption of Lenna image. From Fig.4, it’s obvious to see that the proposed method not only can encrypt
Lenna image but also can effectively decrypt the cipher image.

Plain image Encrypted image Decrypted image

Fig.4. Encryption and decryption of Lenna image.

In security analysis, histogram of image is an important indicator reflecting the advantages and
disadvantages of an encryption algorithm. If the histogram of the encrypted image has strong randomness,
the encryption algorithm is good. Fig.5 depicts the histograms of plain Lenna image and the encrypted image
in Fig.4. From Fig.5, it is easy to see that the histogram of encrypted Lenna image has strong random
characteristics. This result suggests that the proposed encryption algorithm based on the tracking
synchronization of Hindmarsh-Rose neuron system and Genesio-Tesi system can greatly enhance the
randomness of the histogram of the encrypted image and so as to resist the statistical attack. Furthermore,
adjacent pixel correlation coefficients in the horizontal direction, vertical direction and diagonal direction
can be calculated via following formula

cov(x,y)

by = T~ T~ (14)

" JD(x)/D(y)
where cov(X,y)=E(X-E(MX))(y—E(y)), E(X) is average gray value of N pixels randomly selected
and \/D(x) is the mean square error of the gray value of the selected pixel. Selected 2500 pixel and the

adjacent pixel correlation coefficients in three directions are calculated using formula (14), which can be
seen in Table 1. From Table 1, it’s known, compared to the original image, the correlation coefficients of
adjacent pixels in the cipher image are greatly reduced, which suggests that this encryption algorithm has
strong anti-attack performance.
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Fig.5. Histogram of Lenna image and the encrypted Lenna image,

(a1) Histogram of Lenna image, (b1) Histogram of encrypted Lenna image.

Table 1. Correlation coefficients between adjacent pixels

Plain Lenna image Encrypted Lenna image
horizontal direction 0.9336 0.0004
vertical direction 0.9738 -0.0020
diagonal direction 0.9759 0.0015

5. Conclusion

In this paper, an encryption algorithm is proposed based on the tracking synchronization of Hindmarsh-

Rose system via Genesio-Tesi system. Lenna image, as an example, is encrypted using the proposed method.
Results suggest that this encryption algorithm can fully hide the information of the image and protect the
image from being attacked.
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